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1. INTRODUCTION

This policy applies to P. Flannery Plant Hire (Oval) Limited and all its wholly owned subsidiaries
(collectively referred to throughout this policy as "Flannery"). This policy sets out how Flannery uses and
manages CCTV systems in accordance with the UK General Data Protection Regulation, the Data
Protection Act 2018 and current Information Commissioner’s Office guidance on video surveillance.

CCTVis used for legitimate business purposes including site security, prevention and detection of crime,
health and safety, protection of Company assets, investigation of incidents and compliance with training
/ examination requirements where applicable.

Flannery’s CCTV systems generally record images only. Audio recording is only enabled within the ITC
Centre where required for examination, invigilation and regulatory compliance purposes. Audio recording
must not be enabled at any other location unless approved in advance by the Data Protection Officer
(DPO) and a Senior Director.

Clear signage will be displayed at entrances to areas covered by CCTV to inform individuals that
recording is taking place. Further information about the use of CCTV, including the purposes of
processing, retention periods and individuals' rights, is available in Flannery’s CCTV Privacy Notice
and/or Employee Privacy Notice.

2. PURPOSES OF CCTV

The purposes of Flannery installing and using CCTV systems include:

e To help provide a safe and secure environment for employees, visitors, contractors, customers
and suppliers.

e To assistin the prevention and detection of crime or equivalent malpractice.

e To assistin the identification and prosecution of offenders.

e To protect Flannery premises, plant, equipment and other assets.

e To support compliance with health and safety requirements and Flannery procedures.

e To assist with the investigation of incidents, accidents, unauthorised activity or unsafe working
practices.

e To provide relevant evidence where required for disciplinary, legal, insurance or regulatory
purposes.

e To meet applicable examination, invigilation and training centre requirements, including Pearson
VUE and CITB standards where relevant.

3. REGULATIONS / GUIDANCE TO REFERENCE

e UK General Data Protection Regulation

e Data Protection Act 2018

e |CO guidance on video surveillance

e |CO Employment Practices guidance / monitoring at work guidance, where CCTV is used in areas
where employees work

e  Protection of Freedoms Act 2012 / Surveillance Camera Code of Practice, where relevant as good
practice

4. RECORDING AND RETENTION OF IMAGES

CCTV images are recorded digitally and are normally overwritten automatically on a rolling basis.
Retention periods may vary between locations because each depot or site may have different DVR/
recording capacity, camera numbers and recording settings. As a general rule, CCTV footage will be
retained for a minimum of 14 days and up to a maximum of 120 days, unless footage has been
downloaded or preserved for a specific and lawful purpose.
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Footage may be retained for longer than the standard system retention period where it is required for an
active investigation, Subject Access Request, police or law enforcement request, insurance claim, legal
matter, disciplinary matter, health and safety investigation or other legitimate business requirement.

Where footage is downloaded from a CCTV system, it must be stored securely, access must be restricted,
and it must be deleted as soon as itis no longer required for the purpose for which it was extracted.

CCTV equipment will be maintained and checked periodically to ensure it is working correctly and
producing images of suitable quality. Where hard drives or recording equipment are replaced or disposed
of, data will be securely erased where reasonably practicable before disposal.

5. ACCESS TO AND DISCLOSURE OF IMAGES

Access to live or recorded CCTV footage is restricted to authorised personnel only and must only take
place where there is a legitimate business reason.

All requests for access to, extraction of, or disclosure of CCTV footage must be sent to:
GDPR@flanneryplant.co.uk

The GDPR mailbox will be monitored by the DPO and nominated authorised users. Requests must not be
sent directly to Signet or dealt with locally unless they have first been logged through the GDPR mailbox.

Requests must include, where possible:
e Date and approximate time of the incident.
e Site/depot location.
e Camera location, if known.
e Reason the footage is required.
e Name and organisation of the requester.
e Whether the request relates to a SAR, police request, insurance claim, investigation or other
matter.

CCTV footage may only be extracted by Signet or another authorised provider once approval has been
given by an appropriate Senior Director and the DPO, Tara Cooney.

Footage may be disclosed to third parties only where there is a lawful basis to do so. This may include
disclosure to:
e Police or law enforcement agencies.
e Insurers or legal representatives.
e Regulators or examination bodies where required.
e Managers involved in an internal investigation, disciplinary matter or health and safety matter.
e Individuals exercising their rights under data protection law, where appropriate.

All requests and disclosures must be recorded in a CCTV disclosure log, including:
e Date requestreceived.
e Name of requester.
e Reason for request.
e Footage requested.
e Approval decision and approver names.
e Date footage was extracted.
e Who footage was disclosed to.
e Method of transfer.
e Retention/ deletion date.
e Reasonif request was refused.
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Where there is an urgent police or emergency request, footage may be preserved quickly to prevent loss,
but the request must still be logged through the GDPR mailbox and formally approved as soon as
possible.

6. INDIVIDUALS’ ACCESS RIGHTS

Individuals have the right to request access to personal data held about them, including CCTV footage
where they are identifiable.

Subject Access Requests relating to CCTV should be submitted in writing to:
GDPR@flanneryplant.co.uk

The request should include the date, approximate time, location and any other information that will help
identify the relevant footage.

Flannery will respond without undue delay and, in most cases, within one month of receiving the request
and verifying the individual’s identity.

Flannery will not normally charge a fee for responding to a Subject Access Request. However, a
reasonable fee may be charged where a request is manifestly unfounded or excessive, or where
otherwise permitted by data protection legislation.

Where footage includes other individuals, Flannery will consider whether it is appropriate to disclose the
footage, obscure third parties, provide still images, or refuse / limit disclosure where required to protect
the rights of others or where disclosure may prejudice the prevention or detection of crime.

7. COVERT RECORDING

Covert recording will only be used in exceptional circumstances where there is a reasonable suspicion of
criminal activity, serious misconduct or equivalent malpractice, and where open monitoring would
prejudice the investigation.

Covert recording must be approved in writing by a Senior Director and the DPO before it begins. It must be
limited in scope, targeted, proportionate and only used for as long as necessary.

Where covert recording involves audio, this must be specifically justified and approved, as audio
recording is more intrusive.

8. IMPLEMENTATION AND REVIEW

Copies of the policy will be provided to all relevant individuals and the receipt acknowledgment by
each person shall be maintained. Flannery will communicate, implement and maintain this policy
throughout the organisation. This Policy is maintained as documented information and is available
to the relevant interested parties upon request.

This policy is effective from 1%t August 2026 and will be reviewed and updated annually. Overall
implementation of this policy lies with Patrick Flannery (Managing Director) and Chelsey Whitney
(Commercial and IT Director). Any queries relating to this policy should be directed to Chelsey
Whitney in the first instance.

Patrick Flannery
Managing Director
1t August 2026
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This is a controlled document. Whilst this document may be printed, the electronic version is the
controlled copy. Any printed or saved copies of the document are not controlled.

9. APPENDIX A - CCTV REQUEST AND DISCLOSURE PROCEDURE

The process for CCTV requests will be:

1. Request submitted to GDPR@flanneryplant.co.uk.

2. Requestlogged by the DPO / authorised GDPR mailbox user.

3. DPO reviews the request and confirms whether there is a lawful basis.

4. Approval obtained from the appropriate Senior Director and DPO, Tara Cooney.
5. Once approved, IT support ticket raised with Signet to extract the footage.

6. Footage shared securely with the approved recipient, e.g. police, insurer, legal representative or
SAR requester.

7. Disclosure recorded in the CCTV disclosure log.

8. Downloaded footage deleted once no longer required and deletion recorded.
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